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Á Insider Threat 
ÁInsiders have a unique advantage due to access/trust 
ÁThey can be motivated by revenge, organizational disputes, personal problems, 
ÂÏÒÅÄÏÍȟ ÃÕÒÉÏÓÉÔÙȟ ÏÒ ÔÏ ȰÐÒÏÖÅ Á ÐÏÉÎÔȱ 

 

ÁMalware Authors  
ÁIndividuals or organizations with malicious intent carry out attacks against users 

by producing and distributing spyware and malware 
 

ÁPhishers 
ÁIndividuals, or small groups who attempt to steal identities or information for 

monetary gain   
 

ÁSpammers  
ÁIndividuals or organizations who distribute unsolicited e-mail with hidden or 

false information to sell products, conduct phishing schemes, distribute 
spyware/malware, or attack organizations 
 

ÁTerrorists  
ÁCyber attacks have the potential to cripple unsecured infrastructures 
ÁCyber-linkages between sectors raise the risk of cascading failure 

Cyber Threat: Human Threats  
Who is behind these intentional threats? 

Putting Cybersecurity in Perspective 
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Cyber Attack: Step by Step 
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ShodanHQ 
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ÁShodanHQ has identified: 

Á ~500,000 devices connected to 
the internet 

Á98,415  were located in the 
U.S. 

Á7,257  were associated with 
Industrial Control Systems 

ÁShodanHQ is the first search engine 
designed to search for computers and 
devices. 

ÁRecommendation:  Run a search using 
your network IP range to identify or 
validate: devices, misconfigurations, 
location, services, HW/SW versions, etc. 
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EXECUTIVE ORDER 13636: 
IMPROVING CRITICAL 
INFRASTRUCTURE CYBERSECURITY  

4ÒÅÎÄÉÎÇ .Ï×ȣ 
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Executive Order 13636: Improving 
Critical Infrastructure Cybersecurity  
ÁEffective February 12, 2013 

ÁDirects the Executive Branch to:  

Å Develop a technology-neutral voluntary cybersecurity framework  

Å Promote and incentivize the adoption of cybersecurity practices  

Å Increase the volume, timeliness and quality of cyber threat 
information sharing 

Å Incorporate strong privacy and civil liberties protections into every 
initiative to secure our critical infrastructure  

Å Explore the use of existing regulation to promote cyber security  
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Voluntary Program (under Cyber EO) 

ÁVoluntary Program (VP) is a coordination point within the 
Federal Govt for CI owners/operators interested in 
improving their cyber security risk management processes 

ÁGoals are to: 
1. Support industry/CI to increase cyber resilience; and 

2. Increase awareness and adoption of the NIST Cyber Security 
Framework (CSF) in support of the goal #1 

ÁFormal launch:  February 14, 2014 
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ÁPhased rollout for the program 

ÁAt launch, Website available with self service options, including 
information on the alignment of existing DHS resources to the CSF 

ÁCRR will be made downloadable (as self-assessment) 

ÁFAQs and VP messaging kits 

ÁPhase 1 (2/2014 ɀ 2/2015):  First 12 months focused on building 
momentum: 

ÁSupport adopters; and provide ongoing coordination for feedback on 
resources (to/from NIST) 

ÁAlignment of CSF principles and performance goals with NIPP guidance, 
metrics programs, etc 

ÁPhase 2 (2/2015 ɀ 2/2016):  Focused on implementation of sector 
strategies 

ÁPhase 3 (2/2016+):  Continuing focus on evolution of VP capabilities, 
resources from partners to support CSF use, etc 
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- CYBER HYGIENE (CH) EVALUATIONS  

- PEN TEST (AKA RVA) 

- CYBER RESILIENCE REVIEW (CRR)  

- CYBER SECURITY EVALUATION TOOL (CSET)  

- CYBER INFRASTRUCTURE SURVEY TOOL (C -IST) 

- ICS ARCHITECTURE REVIEW  

DHS Cyber Security 

Evaluations 
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CYBER HYGIENE (CH) 
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Homeland 
Security 

Office of Cybersecurity and Communications  

Cyber Hygiene 

 
ÅAssess Internet accessible systems for known 

vulnerabilities and configuration errors.  
 
ÅWork with organization to proactively mitigate threats 

and risks to systems.  Activities include: 
 

ÅNetwork Mapping   
ÅIdentify  public IP address space 
ÅIdentify  hosts that are active on IP address 

space 
ÅDetermine the O/S and Services running 
ÅRe-run scans to determine any changes 
ÅGraphically represent address space on a map 

 
 
 
 

Å Network Vulnerability & Configuration Scanning  
ÅIdentify  network  vulnerabilities  and weakness  



  

Homeland 
Security 

Office of Cybersecurity and Communications  

Cyber Hygiene - FAQ 

ÅHow frequently will my Agency be scanned?  
The frequency of the scans is up to your Agency.  In addition to on-demand scans, 
NCATS would like to conduct quarterly, monthly, or weekly scans.   

ÅWill my Agency have a decision in scan scheduling?   
Once we receive the signed authorization letter, we assign a Technical POC to work 
with your agency POC to validate /determine your public IP space and identify the 
frequency and time frames the scanning may occur. 

ÅWill my Agency be expected to "white list" DHS scanning IPs?  
Your Agency is not required or expected to "white list" the DHS scanning range, 
although the results will be more thorough if you do.  The choice is entirely up to 
your agency.  A couple of days prior to scanning activity we send notification letters 
(email) to US-CERT and to any identified Agency SOCs explaining the activity and 
identifying the source IP range so they will be prepared. 

ÅWhat level of access to the reports and data will my Agency have?  
In addition to the report we prepare your Agency will have full access to all data and 
findings produced by our tools 
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Homeland 
Security 

Office of Cybersecurity and Communications  

ÅWhat information is included in the report?  

ðA listing of systems detected, open ports, services/applications (with version 
number) and operating system running on those systems 

ðA listing of known vulnerabilities (if any) specific to the applications running 

ðA listing of vulnerabilities identified on each system 

ð! ÓÕÍÍÁÒÙ Ⱦ ÖÁÌÉÄÁÔÉÏÎ ÏÆ  ÙÏÕÒ !ÇÅÎÃÙȭÓ  ÐÕÂÌÉÃ ςÎÄ ÌÅÖÅÌ ÄÏÍÁÉÎ $.33%# ÓÔÁÔÕÓ 
(e.g.  dhs.gov, tsa.gov) 

ðFor comparison statistics, non-attributable Federal Totals & Averages for all 
previous data points will be provided 

ð2ÅÐÏÒÔÓ ×ÉÌÌ ÁÌÓÏ  ÐÒÏÖÉÄÅ ÔÒÅÎÄÉÎÇȾÈÉÓÔÏÒÙ ÁÎÄ ÈÉÇÈÌÉÇÈÔ ÁÎÙ ÄÅÌÔÁȭÓ ÂÅÔ×ÅÅÎ ÔÈÅ 
current and previous report 

ÅWhat value will be provided  
In addition to providing a free, 3rd party, objective perspective of  the vulnerabilities 
present and risks to your Agency's Internet connected assets, participation will benefit the 
Federal government as a whole.  A major objective is to provide non-attributable  but 
quantifiable data to leadership to ensure initiatives and policy directives are well informed, 
fact based, and focused on areas with the greatest need.  

Cyber Hygiene - FAQ 
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PEN TESTS (AKA NETWORK RISK 
AND VULNERABILITY ASSESSMENTS) 
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Homeland 
Security 

Office of Cybersecurity and Communications  

Risk and Vulnerability Assessment (RVA)  

ÅConducts red-team assessments and provides remediation recommendations. 
Å Identify risks, and provide risk mitigation and remediation strategies 
Å Improves an ÁÇÅÎÃÙȭÓ cybersecurity posture, limits exposure, reduces rates of exploitation, 

and increases the speed and effectiveness of future cyber attack responses. 
ÅServices Include: 

Service Description 

Vulnerability Scanning and Testing  Conduct Vulnerability Assessments 

Penetration Testing  Exploit weakness or test responses in systems, applications, network and  

security controls 

Social Engineering  Crafted e-mail at targeted audience to test Security Awareness /  Used as 

an attack sector to internal network 

Wireless Discovery & Identification Identify wireless signals (to include identification of rogue wireless 

devices) and exploit access points 

Web Application Scanning and 

Testing  

Identify web application vulnerabilities 

Database Scanning Security Scan of database settings and controls 

Operating System Scanning  Security Scan of Operating System to do Compliance Checks 



  

Homeland 
Security 

Office of Cybersecurity and Communications  

RVA Process 

Pre ROE 

Pre Assessment 

Assessment 

Reporting 

Post Assessment 

¶ Agency contacted 

¶ Briefed on NCATS services 

¶ Service is Requested 

¶ Schedule Confirmed 

¶ ROE Distributed/Agency signs ROE 

¶ Pre-Assessment Package Distributed 

¶ Receive Completed Pre-Assessment Package  

¶ Conduct Pre-Assessment Teleconference 

¶ Receive Pre-Assessment Artifacts (1 week) 

¶ Off-Site Assessment Activities 

¶ On-Site Assessment Activities 

¶ Draft Report  Started/Completed 

¶ Submit Draft Report to Agency 

¶ Receive Draft Report with Agency Comments 

¶ Q&A Process  Started/Completed 

¶ Final Draft Completed 

¶ Final Report Delivered to Customer 

¶ Assessment Out brief 

 

(Minimum) 2 weeks 

2 weeks 

3 weeks 

1 week 
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CYBER RESILIENCE REVIEW 
(CRR) 
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ÁOne-day, no-cost, facilitated cyber security evaluation 

ÁDeployment across all 16 CIKR sectors as well as State, local, tribal, and 
territorial governments  

ÁBased on the CERT® Resilience Management Model (RMM), a process 
improvement model for managing operational resilience 

ÁPrimary goal: Evaluate how CIKR providers manage cyber security of 
significant information services and assets (information, technology, 
facilities, and personnel) 

ÁSecondary goal: Identify opportunities for improvement in cyber security 
management and reduce operational risks related to cyber security 
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Cyber Resilience 

ÁDefinition:   
ÁThe ability of an organization to continue vital IT 

services and information management  functions 
in a less-than-ideal situation while reacting and 
adapting to stresses 
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Protect (Security) Sustain (Continuity) 

Perform (Capability) Repeat (Maturity) 
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CRR Domains 
ÁThese represent key areas that typically contribute to an organizationôs 

cyber resilienceð each domain focuses on: 

ÁDocumentation in place, and periodically reviewed & updated 

ÁCommunication & notification to all those who need to know 

ÁExecution/Implementation & analysis in a consistent, repeatable manner 

ÁAlignment of goals and practices within & across CRR domains 

A
M

 

Asset Management 
identify, document, and manage assets during their life cycle S

C
M
 

Service Continuity Management  
ensure continuity of IT operations in the event of disruptions 

C
C

M
 Configuration and Change Management  

ensure the integrity of IT systems and networks 

R
IS

K
 Risk Management  

identify, analyze, and mitigate risks to services and IT assets 
 

C
N

T
L Controls Management  

identify, analyze, and manage IT and security controls 

E
X

D
 External Dependency Management  

manage IT, security, contractual, and organizational controls 
that are dependent on the actions of external entities 

V
M

 Vulnerability Management  
identify, analyze, and manage vulnerabilities 

T
R

N
G

 

Training and Awareness  
promote awareness and develop skills and knowledge 
 

IM
 Incident Management  

identify and analyze IT events, detect cyber security incidents, 
and determine an organizational response 

S
A 

Situational Awareness  
actively discover and analyze information related to 
immediate operational stability and security 



Maturity Not Just Capability  
Á A MIL (Maturity Indicator Level)  measures process institutionalization , 

and describes attributes indicative of mature capabilities. 

MIL Level 5 ɀ Defined  
All practices are performed (MIL-1); planned (MIL-2); managed (MIL-3); measured (MIL-4); and consistent across all 
internal constituencies who have a vested interestɂ processes/practices are defined by the organization and tailored by 
organizational units for their use, and supported by improvement information shared amongst organizational units. 

MIL Level 4 ɀ Measured 
All practices are performed (MIL-1); planned (MIL-2); managed (MIL-3); and periodically evaluated for effectiveness, 
monitored & controlled, evaluated against its practice description & plan, and reviewed with higher-level management. 

MIL Level 3 ɀ Managed 
All practices are performed (MIL-1); planned (MIL-2); and governed by the organization, appropriately staffed/funded, 
assigned to staff who are responsible/accountable & adequately trained, produces expected work products, placed under 
appropriate configuration control, and managed for risk. 

MIL Level 2 ɀ Planned  
All practices are performed (MIL-1); and  established, planned, supported by stakeholders, standards and guidelines. 

MIL Level 1 ɀ Performed  
All practices are performed, and there is sufficient and substantial support for the existence of the practices. 

MIL Level 0 ɀ Incomplete  
Practices are not being performed, or incompletely performed. 
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CRR Report 
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Cyber Resilience Reviews (CRR) 

Á A no-cost, voluntary, interview-based review producing a formal report 

ï Takes one (1) day (i.e., 5-6 hours excluding lunch and breaks) to complete 

Á Helps CIKR and SLTT partners understand and measure cyber security 
capabilities as they relate to operational resilience and cyber risk during: 

ï normal operations (i.e., protection & sustainment) 

ï times of operational stress and crisis (i.e., survivability & resilience) 

Á Based on the CERT ® Resilience Management Model (CERT® RMM), a 
process improvement model for managing operational resilience 

ï Cross-referenced and compatible with the NIST Security Management 
Framework (i.e., EO 13636) 

Á Information provided during the CRR is afforded protection under the 
DHS Protected Critical Infrastructure Information Program 

Á Scheduling or general inquiries to: CSE@hq.dhs.gov 

ï Sean McCloskey (sean.mcloskey@hq.dhs.gov), Program Manager, Cyber 
Security Evaluations 
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CYBER SECURITY EVALUATION 
TOOL (CSET) 
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Cyber Security Evaluation Tool (CSET ) 
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üStand-alone software application 

üSelf-assessment using recognized standards 

üTool for integrating cybersecurity into existing 

corporate risk management strategy 

CSET Download: 
http:/us-cert.gov/control_systems/csetdownload.html 
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CSET  Standards 

NIST Special Publication 800-53 
Recommended Security Controls for Federal Information Systems 

Rev 3 and with Appendix I, ICS Controls 

TSA Pipeline Security Guidelines 
Transportation Security Administration (TSA) Pipeline Security 

Guidelines, April 2011  

NERC Critical Infrastructure 

Protection (CIP) 
Reliability Standards CIP-002 through CIP-009, Revisions 2 and 3 

DoD Instruction 8500.2 Information Assurance Implementation, February 6, 2003 

NIST Special Publication 800-82 Guide to Industrial Control Systems (ICS) Security, June, 2011 

NRC Reg. Guide 5.71 Cyber Security Programs for Nuclear Facilities, January 2010 

CFATS RBPS 8- Cyber 
Chemical Facilities Anti-Terrorism Standard, Risk-Based Performance 

Standards Guidance 8 ï Cyber, 6 CFR Part 27 

DHS Catalog of Recommendations 
DHS Catalog of Control Systems Security, Recommendations for 

Standards Developers, Versions 6 and 7 

Requirements Derived from Widely Recognized Standards 
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